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Introduction 
This threat update will provide an overview of the trends affecting individuals and enterprise as reported to Action 
Fraud.  This report incorporates an assessment of information received during the period of July 2018.  We welcome 
your feedback so that we can shape future reports to your needs. 
 

Cyber Crime   
Ransomware  
Ransomware saw a resurgence in its dominance in live cybercrime reporting, accounting for 59% of all reports. Action 
Fraud received reports relating to various extortion campaigns, with sextortion campaigns reported throughout the 
month including a threat to kill being made at the end of the month.  Although the majority of these were made as 
online reports, the call centre still received multiple calls reporting these extortion attempts as live cybercrimes.  

 
Investment Fraud 
Recovery Fraud in Relation to Timeshare Property 
There has been an increase in recovery fraud related to timeshare property. The victims initially invested in timeshare 
property approximately 10 years ago and are now being offered an opportunity either by phone call / letter, to reclaim 
money back from their investment or have been offered to exit the investment early on payment of a fee. Fees 
requested have ranged from £2,500 to £9,000 and additional fees have also been requested to cover maintenance or 
legal cover.  Victims have been aged 50 to 81 years old, male and female throughout the UK.   

 

Mass Marketing Fraud  
Advance Fee Fraud- Non-UK Students Targeted  
There has been an alarming trend within ‘Other Advance Fee’ crime reports being reported.  Non-UK students studying 
here are specifically being targeted by fraudsters demanding fees from them. The fraudster will contact the victim 
claiming to be from a courier company stating that they are in possession of a box filled with bank cards / passports in 
the victim’s name. The fraudster states that as these cards / documents have been used in financial fraud, the victim 
could be deported.  That is, unless the victim makes payment to the beneficiary account. The fraudster states by the 
victim transferring money this will enable the ‘verification of the bank account’ and prove the victim’s innocence.  
Naturally some victims are scared and have transferred large amounts of money to the fraudster.  
 

Advance Fee Fraud- Telephone Preference Service (TPS) 
There is a continued presence of fraud in relation to the commodity of Telephone Preference Service (TPS) in relation 
to ‘Other Advance Fee Fraud’.  The fraudsters contact victims to offer TPS for a fee and have stated to several victims 
that he is matching their details with the TPS for providing an enhanced TPS service. Several victims report that the 
fraudster becomes aggressive with them when they refuse to confirm or provide their details. Additionally, the fee 
amount requested by the fraudster is £21, paid through means of direct debit. Victims complain that even when 
refusing to engage with fraudster they still have direct debits leaving their bank accounts.  This fraudulent activity is 
highlighted as threat owing to aggressive behaviour reported by victims. 

 
Computer Service Software Fraud - False Claims of Hacking into Government Sites or banking systems 
Fraudsters are using automated telephoning processes as an efficient means of committing ‘Computer Software 
Service Fraud’.  Victims receive a telephone call which upon answering they are played an automated message 
accusing them of having hacked into Government websites or banking systems. They are instructed to ‘Press 1’ on 
their keypad to be re-routed in order to rectify the problem.  The victim then speaks with the fraudster who claim to 
be from various telecoms or computer software companies stating that they are going to close down the victim’s 
internet and telephone line immediately. The fraudster issues further false claims of being able to rectify the hack by 
instructing the victim to provide them remote access to their computer in order that they can conduct checks and to 
check whether their online banking was used in the process of the apparent ‘hack’.  Victims report that they are then 
scared into co-operating with the fraudsters who then access the victims online banking login to transfer out the 
victim’s money. The fraudster will not provide contact details and will shortly end the telephone call once the money 
transfer has taken place.  
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Volume Fraud  
Insurance Broker Fraud 
A network concerning insurance broker fraud was disseminated for enforcement. The suspect company is a clone of 
a legitimate company; suspects have set up a website claiming to provide car insurance. The vast majority of the 
victims are non UK nationals living and working throughout the UK.  Whilst insurance broker fraud is not a new fraud 
type, suspects have diversified their methods regarding the way they make contact with victims and advertise their 
services and are now regularly seen on social media. Equally in this dissemination it appears that suspects are taking 
advantage of foreign nationals residing in the UK by providing a convenient website in their native language.  

 
Counterfeit Cashiers Cheques  
A crime network concerning counterfeit cashier’s cheques was disseminated for enforcement. A suspect company has 
purported to order goods or services from a range of independent small-to-medium sized businesses. After a payment 
has been offered the suspects send the victim business a cheque for a larger sum than the cost of the goods and insist 
that the overpaid funds should be returned by bank transfer. When the suspects receive the transfer all contact with 
the victim is severed. Victim companies included a garden furniture company, caravan accessories wholesaler and a 
rock-climbing accessories retailer amongst other business types who are based throughout the UK. This is a 
longstanding method for fraudsters to employ and many businesses are usually aware of such tactics.  In these cases 
however it seems businesses have failed to identify the risk and as such, further businesses may be at risk of financial 
loss.  
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Practical Guidance for PROTECT documents 
This document is classified PROTECT.  In government and law enforcement this determines the security measures that 
are required to protect it. This means: 
 

 Only permit members of your staff who have a genuine ‘Need to Know’ to see the contents of the document;  
 

 Do not copy the document or any of its pages without written approval of the Director of Intelligence NFIB; 
 

 Do not pass on the document, or disclose any information contained in it, to any third party (outside of your 
business) without written approval of the Director of Intelligence NFIB; 

 

 Do not read or work on this document in public areas; 
 

 Lock the document in a secure cabinet when it is not being used.   
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Copyright © City of London Police 2018 
NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this 
Alert, it is provided in good faith on the basis that the Commissioner, the City of London Police and its police officers 
and staff accept no responsibility for the veracity or accuracy of the information or material provided and accept no 
liability for any loss, damage, cost or expense of whatever kind arising directly or indirectly from or in connection with 
the use by any person, whomsoever, of any information or material herein. The quality of the information and material 
contained in this document is only as good as the information and materials supplied to the City of London Police. 
Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts 
doubt upon any content published in this Alert, please contact the City of London Police NFIB by return. 
Any use of the information or other material contained in this document by you signifies agreement by you to these 
conditions.  
 
 

Feedback 

 

The NFIB welcomes feedback from our readers to evaluate the quality of our products through continuous 
improvement and to inform our priorities. Please would you complete the following NFIB feedback survey through:  
http://www.surveymonkey.com/s/AnalyticalProductsFeedback   
 
If you have other feedback or additional information that you would prefer to provide by email please send to 
NFIBOutputs@cityoflondon.pnn.police.uk  
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